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Foreword
In Blockchain Revolution, Alex Tapscott and I discuss digital identity 
and its relationship to privacy and financial inclusion. We investigated 
various identity challenges and explored how blockchain could 
provide solutions. For example, what if the “virtual you” was owned 
by you and “lived” in the black box of your identity so that you 
could monetize your data stream and reveal only what you needed 
or consented to? Your black box may include information such as 
a government-issued ID, medical information, service accounts, 
financial accounts, diplomas, licenses, birth certificate, and other 
information so personal you may not want to monetize its value, 
such as medical history, for a poll or a research study. You could 
license these data for specific purposes to specific entities for specific 
periods of time. You could send a subset of your attributes to your 
eye doctor and a different subset to a potential employer. You could 
train your avatar to answer selected yes/no questions. 

This paper examines how blockchain relates to identity services, 
beginning with technological fundamentals such as public key 
cryptography, hashing functions, zero-knowledge proofs, and 
homomorphic encryption. It sets benchmarks to answer such 
questions as: what are the goals in implementing a blockchain-based 
identity system versus a traditional identity system? Which of the 
existing blockchain-based identity systems provide the necessary 
technical features that will make it possible to achieve those goals? 
It assesses important blockchain-based identity services including 
Authenteq, Blockstack, Brickchain, Civic, EverID, Jolocom, Sovrin, 
uPort, and Veres One. 

Identity is an important subject within the blockchain realm, and so 
we recruited people deeply engaged in the field for this project. The 
lead author is Greg McMullen, a lawyer with expertise in blockchain 
governance, privacy, intellectual property, and security. He is co-
founder of the Interplanetary Database Foundation and was the chief 
policy officer of ascribe.io and BigchainDB. The second author is 
Primavera De Filippi, a researcher at the National Center of Scientific 
Research in Paris and a faculty associate at the Berkman Klein Center 
for Internet and Society at Harvard University. Greg and Primavera 
collaborated on the “Governance of Blockchain Systems” project, 
co-published by COALA and the Blockchain Research Institute. 
Constance Choi is the third co-author of this identity research. 
She researches how diverse stakeholders navigate complex policy 
frameworks, legal regimes, and emerging norms for distributed 
technologies in the digital age. She is the co-founder and director 
of the COALA Foundation and the co-founder of Kraken, and she 
collaborated with Primavera on the project, “Regulatory Framework 
for Token Sales.”

DON TAPSCOTT 
Co-Founder and Executive Chairman
Blockchain Research Institute

This paper examines 
how blockchain relates to 
identity services, beginning 
with technological 
fundamentals such as 
public key cryptography, 
hashing functions, zero-
knowledge proofs, and 
homomorphic encryption.
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Idea in brief 
 » The line is blurring between the market for big data about 

individuals and the market for identity management services 
aimed at those same individuals. Those organizations that 
once collected and sold personal data are now developing 
services to prevent such collection and sale without an 
individual’s authorization and remuneration.

 » With blockchain technology, individuals have the potential to 
reclaim sovereignty over their identities and personal data 
from centralized entities, such as corporations and digital 
platforms, and to benefit from the value of their own data. We 
use the phrase, self-sovereign identity, to describe this state.

 » Several technological innovations underpin blockchain-based 
identity solutions and are important to understand: hashing 
functions, public key cryptography and digital signatures, 
zero-knowledge proofs, homomorphic encryption, and secure 
multiparty computation.

 » Implementation challenges are several, among them 
maintaining privacy and decentralization of solutions, 
protecting individual data and complying with ever-evolving 
laws, improving the user experience and educating users on 
best practices, and agreeing on standards for interoperability.

 » This project identifies nine dimensions—technical 
specifications, decentralization, governance, security, privacy, 
recovery and revocation, user experience, data control, 
and self-sovereignty—by which we can assess and compare 
blockchain-based identity systems. 

Who are you? An introduction
Today there are many ways to answer the question, “Who are you?” 
We could offer our given name, family name, Social Security number, 
passport number, e-mail address, Twitter handle, fingerprint, 
affiliations, social network, geolocation, or reputation score. When we 
interact with a business, a government service, or even other people 
and digital communities, we are often asked to identify ourselves. 
Different entities have established varying mechanisms for keeping 
their own records of people, to ensure that those people are who 
they claim to be. 

 » Governments create unique identifiers like Social Security 
numbers, issue documents like passports and driver’s 
licenses, and maintain databases of these profiles and 
identifiers.

This project identifies nine 
dimensions by which we 
can assess and compare 
blockchain-based identity 
systems.

Today there are many ways 
to answer the question, 
“Who are you?” 
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 » Businesses use these tools to identify the people they deal 
with.

 » Government and businesses associate these identifiers in 
databases of their own with consumer and behavioral data to 
assess a person, their qualifications, or creditworthiness.

 » Internet services rely on e-mail addresses and passwords to 
verify the identity of their users.

These tools provide the fundamental basis for governments, 
businesses, service providers, and other third parties to:

 » Authenticate people (i.e., verify that they are who they say 
they are)

 » Fulfill gatekeeping functions (i.e., checking whether they fulfill 
minimum requirements for x, y, or z)

 » Decide to which communities they belong, and the interests 
and services to which they have information or access.

Given this ever-increasing variety of scenarios where identity and 
identification play a central role, we cannot provide an exhaustive 
list of challenges accompanying these developments. Yet, we can 
highlight two key trends that largely define the problem field of 
identity management systems.

The first one is an increasing concentration of power wielded by 
the providers of centralized identity management systems, such as 
governments or corporations, that manage unique identifiers and 
centralized private data repositories relating to specific certificates 

We can highlight two key 
trends that largely define 
the problem field of identity 
management systems.

Code Data Digital Register Security Scanner by PublicDomainPictures, 2012, used 
under Pixabay license, accessed 4 June 2019.

https://pixabay.com/illustrations/code-data-digital-register-18765/
https://pixabay.com/service/license/
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or attributes. These centralized authorities, often representing single 
points of failure, are often associated with problems of data privacy 
violations, data abuse, and leaks.

The blurring of boundaries between private data markets and 
markets for identity management services has intensified the 
situation. On one hand, services marketed as identity management 
by providers such as Facebook or LinkedIn are collecting enormous 
troves of personal information and developing highly profitable 
business models of private data brokerage. On the other hand, data 
brokers such as Experian, which have built lucrative and opaque 
business models on the nonconsensual profiling of individuals, are 
now marketing their services to the very individuals being profiled.1

These systems operate with little to no transparency about the kind 
of information collected, how it is used, and who it is shared with or 
sold to. Data subjects have no visibility into the security, accuracy, 
or usage of the information held by these platforms. The original 
gatekeeping function of identity verification has evolved into a 
complex and opaque process of data collecting, profiling, and selling 
for purposes well beyond identification. As these platforms became 
essential parts of our daily lives, they gained the power to dictate 
the terms of data collection and use, often to the detriment of us as 
subjects. The development of national identity management systems 
such as Aadhaar in India and the social citizen score in China leads to 
identification creep and the surveillance state.

These developments also highlight the second large cluster of 
concerns and challenges around the values-based distinction between 
identity and identification. Sometimes, these values converge, as 
millions of people move across borders to better their lives or to flee 
political disruption, war, or environmental disasters. As they move, 
they need their personal records—financial, educational, professional, 
and so forth—to establish themselves in their new homes. 
Governments must identify individuals to administer social programs, 
collect taxes, and conduct security screening, while businesses must 
verify the identities of these individuals before enabling access to 
accounts, or to comply with government regulations. However, when 
it comes to maintaining an identity, the interests and needs of an 
individual may diverge from commercial, political, and other interests 
of the parties seeking to impose certain identification standards on 
profiled individuals.

Compounding the growth of global migration is the ubiquity of the 
Internet: its demand for identity services has increased to a scale 
unimaginable a few decades ago. Each of the multiple services we 
interact with on a daily basis requires a unique login and password—
easily forgotten and compromisable. Often, these logins are not 
directly related to a real-world identity, but Facebook and Google 
have led efforts to link online identity to real-world identity by 
requiring the use of real names.

Despite these efforts, we have seen a proliferation of fake user 
accounts on social media services, which are a key source of spam, 

These systems operate with 
little to no transparency 
about the kind of 
information collected, how 
it is used, and who it is 
shared with or sold to.

Each of the multiple 
services we interact with 
on a daily basis requires 
a unique login and 
password—easily forgotten 
and compromisable.



7

BLOCKCHAIN IDENTITY SERVICES

© 2019 COALA + BLOCKCHAIN RESEARCH INSTITUTE

scams, and contaminated political discourse. Many of the attempts 
at regulating the flow of information and content dissemination in 
the digital world rely on a centralized form of moderation, where 
platform operators ultimately get to decide whose voices will be 
heard and whose will be silenced. Because of their centralized 
management, these operators continue to collect private data on 
their terms and disconnect people from their platforms, potentially 
even deleting their accounts and entertaining unprecedented control 
over their digital identities and networks.

Many hope that blockchain technology will offer new solutions to 
these problems. Rather than rely on a central authority to create 
and maintain records of identity, blockchain identity services 
could provide a neutral platform to let people use a decentralized 
network to maintain an identity that is self-sovereign—meaning 
under individual control and not under the control of any centralized 
authority—which is therefore more resilient and privacy-compliant. 
In this sense, the main value proposition of a blockchain-based 
identity management system is its potential to reconcile the needs 
of individuals for privacy and autonomy with the legitimate needs 
of governments and other service providers to identify individuals. 
Thus, these solutions could not only alleviate privacy concerns 
in existing identification schemes but also enable new schemes 
based on verifiable disposable identities, which would otherwise be 
unacceptable from the privacy perspective.

Identification on blockchain-based systems relies on public-private 
key (PPK) cryptography. Each individual account on a blockchain is 
represented by a public key. Whoever can demonstrate control of 
the corresponding private key is regarded as the legitimate account 
holder. The combination of private and public keys constitutes the 
fundamental basis of a blockchain-based identity. Third parties 
can tie claims like attributes or credentials to those self-sovereign 
blockchain identities in a way that is cryptographically verifiable. The 
resulting system allows users to prove their identity or demonstrate 
credentials that have been issued to them by third parties, without 
relying on a third party to verify or store their identity records. These 
services also have the potential of giving users control over their own 
data, rather than leaving it to an identity provider.

There are several challenges to achieving mainstream adoption of 
blockchain-based identity systems: 

 » Blockchain technology is not well-suited to storing personal 
data, as everything written to a public blockchain is, by 
definition, public. For this reason, many services only store 
the hashes of personal data, while the data themselves are 
stored off-chain. Even storing hashes of personal data can 
raise legal concerns, as discussed below. 

 » Blockchain-based identity gives users more control, but also 
more responsibility for keeping and protecting the private key 
that manages their identity. This is especially worrisome, as 
users have demonstrated a preference for convenience over 

Many hope that blockchain 
technology will offer new 
solutions to these problems. 

Identification on 
blockchain-based systems 
relies on public-private key 
cryptography.
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security, and an inability to manage passwords effectively. 
That recovery of lost keys remains a challenge compounds 
this problem. 

 » Centralized identity services have a great deal of inertia, 
and entrenched interests incentivizing centralized identity 
providers to maintain their privileged intermediary positions 
will be difficult to overcome. The benefits of decentralization 
alone will not be enough to get users to switch.

We must address these challenges for blockchain identity to be 
adopted in the mainstream. The rapid pace of development in this 
area and a fast-growing number of projects stand in stark contrast 
with a somewhat limited number of studies and information sources 
of comparative analysis of the blockchain-based identity systems.

In this work, we explore a variety of blockchain-based identity 
products in development today and assess them against a specific 
set of criteria. We begin with a survey of the technological 
innovations that could power blockchain-based identity services, 
and the challenges that could limit the viability of these services. 
We then overview the state of the art, by analyzing the various 
specifications and standard-setting groups that are developing 
baselines for blockchain identity. Finally, we define nine benchmarks 
against which our audience can measure blockchain identity projects, 
and we assess a series of blockchain identity projects against those 
benchmarks.

We must address these 
challenges for blockchain 
identity to be adopted in 
the mainstream.

Identification Tag Bundeswehr Military German by 2211438, 2016, used under 
Pixabay license, accessed 4 June 2019.

https://pixabay.com/photos/identification-tag-bundeswehr-1530133/
https://pixabay.com/service/license/
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Technological primitives of blockchain-
based identity
Before exploring the initiatives that aim to deliver blockchain-based 
identities to the world, let’s review the technological developments 
that underpin these initiatives. Although each initiative, project, or 
protocol implements its own identity solution, most rely on several 
technological primitives. This section overviews each of these 
primitives.

Hashing functions
Hashing functions take a particular parameter as input and generate 
a particular output that uniquely identifies that input. These functions 
are inherently deterministic: running the same hashing function 
on a particular input will always generate the same output. If even 
a single bit of the input is changed, the output will be completely 
different. For example, providing the string “Hello world” as input 
to a common hashing function (SHA-256) will always generate the 
same hexadecimal character hash, starting with “64EC88 ... .” But if 
we make the “h” lowercase instead of uppercase (“hello world”), the 
output hash is entirely different: “B94D27 ... .”2

Hashing functions also have the property of collision resistance: 
finding two inputs that hash to the identical output is computationally 
unfeasible with today’s widely available computing technology. We 
cannot recover the input from the output, making hashing a one-way 
function and an essential building block for public blockchains, and 
enabling data structures where we can verify the integrity of data 
cryptographically.3

Public key cryptography and digital signatures
We can use public key cryptography, also known as asymmetric 
cryptography, for several purposes. If we use it for encryption, we 
can encrypt a message to another user, Bob, using Bob’s public key. 
Only Bob can decrypt that encrypted message with his private key. 
Bob can encrypt a message to us using our public key, so that only 
our private key can decrypt it. 

We can apply these same principles to digital signatures, to prove a 
message was sent by someone who holds a particular key. If we sign 
a message with our private key, others can verify the source and 
integrity of the message with our public key.4 This application makes 
public key cryptography a core building block for all the identity 
systems we discuss below.

Zero-knowledge proofs
Zero-knowledge proofs (ZKP) allow an individual to prove to a 
third party that he or she knows a piece of information (a secret) 

Hashing functions take 
a particular parameter 
as input and generate 
a particular output that 
uniquely identifies that 
input.

Zero-knowledge proofs 
allow an individual to 
prove to a third party 
that he or she knows 
a piece of information 
without revealing anything 
concerning the secret.
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without revealing anything concerning the secret. ZKPs are useful 
in the context of identity management because they allow users to 
authenticate themselves to a service, without disclosing any pieces of 
sensitive personal information to the operator of that service.5 

Homomorphic encryption and secure multiparty 
computation
Homomorphic encryption (HE) and secure multiparty computation 
(SMPC) are techniques that allow parties to compute or process 
data without having access to the raw data themselves (because the 
data are either encrypted or else distributed across many different 
parties). These technologies could have positive privacy implications, 
because they could allow users to access services provided by 
untrusted computers without disclosing personal information.

However, HE and SMPC are still at an experimental phase, and their 
application remains limited. Both techniques are computationally 
intensive, making them inappropriate for widespread use on current 
hardware. To date, SMPC can be used in some production use cases, 
while HE is not ready for use in production systems. The situation 
may change over the next few years, as more efficient algorithms are 
developed and more powerful hardware makes operation cheaper. 

Introduction to blockchain identity

Single (privileged) source of truth
The typical approach to identity has been to rely on a series of 
centralized “certificate authorities” to issue credentials in the form 
of certificates or attestations about the qualities or attributes of a 
person or thing. For example, governments issue passports and 
driver’s licenses, universities issue academic degrees, banks issue 
credit cards, and so on. While an individual may hold some sort of 
physical or digital representation of these credentials (e.g., a plastic 
ID card, a paper diploma, or a website certificate), the entity that 
issued the credentials is the only party that can validate them, 
making this party a privileged source of information.

There are many problems with this approach. The most obvious 
problem is that it is often difficult or costly to verify an individual’s 
credentials because it requires constant communication and 
verification with the certificate authority (e.g., a government, 
business, or university). This is especially problematic when the 
authority that has issued a credential is not easily accessible or is no 
longer in operation.

Consider the case of a refugee whose government refuses to 
acknowledge his or her existence, or whose engineering degree 

Homomorphic encryption 
(HE) and secure multiparty 
computation (SMPC) are 
techniques that allow 
parties to compute or 
process data without 
having access to the raw 
data themselves.
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comes from a university destroyed in a war. Even in less extreme 
circumstances, relying on third-party verification introduces costs 
and delays for everything from credit checks to verifying the 
credentials or employment history of job applicants. In some cases, 
these costs and delays discourage people from verifying these 
credentials, making it easier to perpetrate forgery and fraud.

On the other side of the cost of verification, governments and 
businesses often choose to rely on specific types of certificate 
authorities that are expensive or difficult to access, preventing 
large numbers of people from proving their credentials or exercising 
fundamental rights. Voter ID laws, for example, often require that 
citizens who are otherwise eligible to vote provide government-issued 
photo identification, which is expensive and difficult to obtain.

Also, every authentication or credential verification is based on a 
probabilistic assessment of veridicality. For instance, a government 
office typically aims to accumulate as many data points as possible 
about a citizen or a resident to lower probability of identity fraud. 
A bank may do the same to vet potential borrowers, inevitably 
involving services of data brokers. People end up disclosing more 
personal data as they go about their lives, feeding multiple databases 
with the same records, without knowing who has what, what they are 
doing with it, and whether they are even equipped to protect it, let 
alone manage it properly.

Blockchain-based identity systems have the potential to change this 
model. Individuals create an identity on a particular blockchain-based 
network, represented by their public key, and managed through 
their private key. Institutions like governments or universities can 
then issue certificates to that identity without having to store their 
own records about each individual. By recording credentials on a 

Every authentication or 
credential verification is 
based on a probabilistic 
assessment of veridicality.

Fingerprint Traces Pattern Detective Contrasts by 422737, 2014, used under 
Pixabay license, accessed 4 June 2019.

https://pixabay.com/photos/fingerprint-traces-pattern-456483/
https://pixabay.com/service/license/


12

BLOCKCHAIN IDENTITY SERVICES

© 2019 COALA + BLOCKCHAIN RESEARCH INSTITUTE

blockchain, claims can be validated by anyone without requiring any 
intervention from the issuing party. Despite its decentralized nature, 
a blockchain-based network could therefore be regarded as a single 
source of truth for all identity information.

Self-sovereign identity
One of the particularities of a decentralized blockchain-based identity 
is that it can be a self-sovereign identity. First, individuals can 
control private data sets composed of identifiers and credentials in 
blockchain-based identity management systems, and they can do 
so through PPK encryption, using their private key to transact and 
record data on the blockchain. Second, parties can verify credentials 
deterministically based on cryptographic signatures, which 
significantly minimizes the amount of private data that individuals 
need to share for verification. 

Self-sovereign identity puts control in the hands of individuals, 
enabling people to prove their credentials without relying on a third-
party authority. For example, Alice could create an identifier on a 
blockchain, and a variety of third-party certificate authorities could 
attach cryptographically verifiable claims to her identifier (e.g., a 
passport issued by her home country or a degree from a university). 
Alice could then choose to disclose those certificates to a third party, 
who could easily verify their validity without the need to interact 
with the issuer. Through public key cryptography, the third party can 
easily check the cryptographic signature of the certificate presented 
by Alice, to verify that it was indeed issued by the third-party 
certificate authority.

The desire for self-sovereign identity has grown rapidly among 
people frustrated by current systems of identity management and 
credentials verification, heavily reliant on the opaque industry of 
personal data brokerage. Data brokers like Equifax, Lexis, and 
Experian have generated credit and consumer profiles for almost 
everyone in the developed world, largely without the knowledge or 
consent of the individual data subjects. Many people learned about 
these companies for the first time when Equifax announced that it 
had been hacked, exposing nearly 150 million individuals’ personal 
data.6

Meanwhile, companies like Facebook and Google are offering a take-
it-or-leave-it proposition to their billions of users: people can use 
their services for free, but they own all the data generated on their 
platforms. Data brokers and social media companies have a similar 
relationship with their users, captured in the Internet truism, “If you 
aren’t the customer, then you’re the product.”7 

Many hope that widespread adoption of blockchain-based identity 
solutions will bring an end to “surveillance capitalism,” creating a 
more equitable, or at least more transparent, relationship between 
platform operators and data subjects. If properly designed, self-
sovereign identities could allow data subjects to control their 

Self-sovereign identity puts 
control in the hands of 
individuals, enabling people 
to prove their credentials 
without relying on a third-
party authority. 

Companies like Facebook 
and Google are offering 
a take-it-or-leave-
it proposition to their 
billions of users: people 
can use their services for 
free, but they own all the 
data generated on their 
platforms.
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personal data by keeping it on trusted data stores (or even 
decentralized peer-to-peer [P2P] networks), and choosing for 
themselves who is authorized to access their data.

A blockchain-based system could also implement an advanced 
access-control mechanism, using tokens to grant permissions to 
specific actors or to a particular category of actors on any number 
of conditions—on payment of a certain amount, for a specific 
purpose, or for a limited time, for example. New economic models 
with micropayments for data access could emerge, incentivizing and 
rewarding data stewards that use customer data responsibly and 
price it fairly.

The impact of self-sovereign identities could be significant in places 
characterized by weak institutions. In most countries with well-
established institutions, government-issued IDs are a fairly good 
means of identification, and the importance of these new blockchain-
based solutions can be easily overlooked. Despite the concerns 
raised regarding state surveillance or unaccountable gatekeepers, 
centralized identity systems are generally reliable and easy to use.

However, for people fleeing war or natural disasters, coming from 
places where governments have collapsed and can no longer respond 
to requests for verification, or places where the government never 
offered identity services in the first place, the ability to identify 
yourself without relying on a centralized government is crucial. 
Building Blocks, a United Nations World Food Program initiative in 
Jordan, is already testing self-sovereign identities, providing Syrian 
refugees with blockchain-based identities based on existing biometric 
records as part of a cash transfer program.8 

The impact of self-
sovereign identities could 
be significant in places 
characterized by weak 
institutions.

Egg Egg Stamp Egg Mark Egg Code by Mabel Amber (MabelAmber), 2018, used 
under Pixabay license, accessed 4 June 2019.

https://pixabay.com/photos/egg-egg-stamp-egg-mark-egg-code-3491727/
https://pixabay.com/service/license/
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Risks of blockchain identity
The very features that make blockchain-based identity systems 
so promising come with drawbacks. This section details the 
implementation challenges to the development and widespread 
adoption of these identity solutions.

Privacy

Privacy is traditionally concerned with the issues of historical private 
data collection, regarding particular facts about an individual, where 
Alice lives, what is her occupation, her social graph, and so forth. In 
that sense Alice has a right to say how her data are collected, with 
whom her data are shared, and who can use her data. But another 
important aspect of privacy concerns the issue of inferential data, 
what type of inferences can be made about Alice. If Bob assembles 
a profile on Alice using these inferences, to say what kind of person 
she is, it is her right to have a say in how data relevant to her 
identity are being interpreted. Both these crucial aspects of a right 
to privacy define a focal point of ethical concerns in the context of 
blockchain-based identity management systems. 

First of all, public blockchain-based networks operate through a 
shared public ledger: anyone who participates in the network can 
view and validate any of the information stored on it. This feature 
has serious privacy implications.9 Thus, as a general rule, to 
preserve individual privacy, we should store plain text or encrypted 
personal data only off-chain. While on-chain storage of encrypted 
data may seem less problematic, we still have the serious problem 
of decryption keys, representing the single point of failure. In the 
context of an immutable ledger, the loss of privacy is irreversible 
if key leakage occurs. Even if the key has been destroyed, the 
encryption algorithm could be compromised, once advances 
in computing make exposing data very easy. Even with these 
precautions, some classes of personal data (e.g., medical records, 
sexual orientation) may be too sensitive to write to a blockchain.

We should apply the same precaution to the hashes of private data. 
Given that hashing functions are inherently deterministic, if an input 
field is known to contain something predictable, an attacker can run 
through a list of likely inputs and compare the generated hashes 
with the hashed data field. For example, if hashed data are written 
to a field for “First Name” or “E-mail,” an attacker could hash each 
name in a list of common names, then look for a match to expose 
the original data.10 Thus, we must distinguish between different 
applications of hashing techniques that provide only weak obfuscation 
(pseudonymity) and improved measures, such as adding secret 
“salt”—an additional randomly generated long string of data—to the 
input data before putting it through the hashing function, thereby 
frustrating brute-force techniques.

Off-chain storage of personal data increases user privacy and makes 
compliance with privacy and data protection laws more feasible. 

This section details the 
implementation challenges 
to the development and 
widespread adoption of 
these identity solutions.
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However, the data stores frequently rely on centralized cloud storage, 
and so they may not be as decentralized as the blockchain itself. That 
said, peer-to-peer storage in client-side software and decentralized 
storage systems like InterPlantary File System (IPFS) ensure the 
decentralization of data storage.11 We must take these concerns 
seriously when deploying blockchain-based identity management 
systems—not just in regions characterized by weak institutions and 
insufficient legal private data protection, but also in places where 
individuals may enjoy such legal guarantees.

Data protection and law

Because of the inherent transparency of the network, blockchain-
based identity solutions would expose user data to the general 
public, creating problems for user comfort and legal compliance: how 
can personal information required for an identity system be stored 
on a public blockchain if anyone can freely access it? The answer, of 
course, is to avoid storing personal data on a public blockchain, and 
record only hashes of such data, as a means to guarantee the source 
and authenticity thereof. 

Several hybrid (on- and off-chain) data storage solutions enable 
people to leverage the resilience and tamper-resistance of 
blockchain technology without publishing personal information to 
a public blockchain. Such an approach may be required to comply 
with privacy law, particularly the European Union’s General Data 
Protection Regulation (GDPR), which went into effect on 25 May 
2018.12 The GDPR introduced a number of rights and requirements—
including the right to be forgotten (RTBF)—that make complying with 
the law difficult, if raw personal data are stored directly on a public 
blockchain.13 

Because of the inherent 
transparency of the 
network, blockchain-based 
identity solutions would 
expose user data to the 
general public.

Tree Identification Tags by bvick390, 2017, used under Pixabay license, accessed 
4 June 2019.

https://pixabay.com/photos/tree-identification-tags-2530740/
https://pixabay.com/service/license/
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The GDPR requires that to collect and store personal data, entities 
(controllers, in the language of the GDPR) must have a contract with 
their end users. If controllers want to store those personal data with 
third-party services (data processors) like Amazon Web Services, 
they must have a contract with the data processor defining their 
data protection obligations. These contractual requirements make 
working in a decentralized environment very difficult. In a blockchain 
network, who is the data controller, who is the data processor, and 
how can you contract with them?14

The problems with privacy law are compounded by the GDPR’s 
expansive definition of personal data, which includes data that can 
be linked with a person by combining it with other data. This has 
led scholars to conclude that data can still qualify as sensitive or 
personal data, even when encrypted or hashed, unless additional 
steps have been taken to prevent the use of such data for retrieving 
personal information.15

User experience

The user experience (UX) for blockchains and blockchain-based 
applications has been discouraging for people without a high level of 
technical know-how. Blockchain applications are often slow, confusing  
and hard to use, and lack the polish of many centralized online 
platforms that most people rely on and are accustomed to. Despite 
the advantages provided by blockchain-based solutions, centralized 
services like Facebook and Google still have an incredible competitive 
advantage in that they are simply easier to use. We could argue that 
many of these issues are inherent to any new services, where there 
is an observed lag between back-end and front-end development, 
resulting in a less polished user experience.

One area of UX with a special concern for blockchain-based identity 
systems is the question of key management, especially with respect 
to how such systems deal with key recovery and key revocation. 
Users are notoriously bad at securing their keys. While having a 
blockchain identity could reduce the burden on users by allowing 
them to focus on securing one account instead of dozens, it vastly 
increases the stakes of the one identity that now defines them. 
Private keys will be lost or compromised frequently and repeatedly, 
and the identity system needs to be designed from the outset to 
respond. Even applications with a good user interface still rely on 
highly specialized knowledge, requiring users to properly understand 
the difference between a public key, a private key, a recovery 
phrase, and a password. While these terms may be understood in 
the blockchain community, they are far from being understood in the 
mainstream.

While it might be difficult to make users better at securing their 
keys, blockchain provides the technical means to allow them to 
recover their keys or revoke permissions once they have been lost or 
compromised. For instance, a standard known as decentralized key 
management system (DKMS, described below) provides a mechanism 

In a blockchain network, 
who is the data controller, 
who is the data processor, 
and how can you contract 
with them?
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for key recovery in decentralized systems. In addition, several 
hardware manufacturers are creating new ways to manage private 
keys. Purpose-built hardware wallets from companies like Ledger 
or Trezor are getting more and more mainstream.16 Even traditional 
phone manufacturers are starting to get involved. For example, 
HTC’s Exodus will include a hardware wallet and identity management 
tools.17 Ultimately, only the combination of software, hardware, and 
user-centric design will make it possible to overcome the challenges 
of decentralized key management.

Proliferating standards

This xkcd comic captures the trouble with competing standards.18 

Whenever engineers set out to develop a new standard to unite 
several competing standards, they usually succeed in adding 
yet another standard. The current proliferation of chat protocols 
illustrates this problem: we have iMessage, Signal, Telegram, 
Slack, Discord, WhatsApp, Messenger, Google Hangouts, Skype, 
WeChat, and just plain SMS, and we need dozens of chat clients to 
communicate with everyone, and none of them are willing to talk to 
one another. 

There is a real risk of a similar proliferation of blockchain-based 
identity solutions. Several services are already competing to become 
the dominant player. Each comes with its own view of the important 
features to implement, the protocols to operate on, and the type 
of blockchain to serve as the underlying infrastructure. This is not 
necessarily an issue of different blockchain protocols, but instead 
a problem of interoperability among different protocols. To avoid 
a concentration of power, a sufficient number of different identity 
management systems would be desirable.

How Standards Proliferate, by Randall Munroe, no date, used under CC BY-NC 
2.5. xkcd.com, accessed 30 May 2019.

Ultimately, only the 
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hardware, and user-centric 
design will make it possible 
to overcome the challenges 
of decentralized key 
management.

https://xkcd.com/927/
https://creativecommons.org/licenses/by-nc/2.5/
https://creativecommons.org/licenses/by-nc/2.5/
https://xkcd.com/archive/
https://xkcd.com/archive/
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Fortunately, some of the leading developers of identity services 
are developing several open standards. An interesting example of 
work toward interoperability is a universal resolver based on the 
decentralized identifiers standard (discussed below). Also, competing 
services have incentive to come together on standards to increase 
their chance of attracting users away from centralized services. 

Authentication services suffer from the two-sided market problem: 
developers won’t implement an authentication service that doesn’t 
have enough users, and users won’t sign up for an authentication 
service that doesn’t give them enough utility.19 Google and Facebook 
bring billions of users to the game, which gives them leverage in 
getting websites and app developers to use their authentication 
systems. If blockchain-based identity services do not build open and 
interoperable solutions, then they may never reach the critical mass 
of users required to convince third parties to make the switch.

Summary of implementation challenges

While blockchain-based identity services are not quite ready for 
mainstream adoption, a variety of different solutions are under 
active development, each with their own benefits and drawbacks. 
In addition to the technical challenges that we need to overcome, 
there are privacy and data protection issues that we must consider 
when deploying these solutions. Off-chain storage of data can 
address these issues, but creates a new set of challenges. Promising 
experimental technologies (like ZKP and HE) may provide novel 
means of using data without revealing the underlying contents, 
offering compelling new solutions to many entrenched privacy 
concerns.

The real challenges for blockchain-based identity solutions are the 
users themselves. Blockchain-based services give users control over 
their identities—a responsibility for which many users may not be 
ready. Blockchain identity solutions will need to help users make the 
optimal choices by default, ultimately to ensure that users do not 
lose or compromise their private keys and to provide user-friendly 
recovery processes in the case of key loss or theft. The user base 
needs proper education in security best practices and thoughtful 
design of UX architecture.

Fortunately, standards and best practices for key recovery are in 
development. Furthermore, blockchain-based identity solutions will 
be competing with powerful, entrenched incumbents and the status 
quo. To achieve mainstream adoption, UX must be streamlined, 
offer immediately clear and compelling advantages beyond 
decentralization, and allow users to interact with their friends and 
family with all the functionality to which they are accustomed. 
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Benchmarking blockchain-based identity 
systems    

Requirements for blockchain-based identities
Blockchain-based identity systems must meet minimum threshold 
requirements before deployment at scale or for critical applications. 
Beyond these requirements, additional features and design 
choices will make a given system more or less suitable for specific 
applications. To date, the ecosystem of blockchain-based identity 
systems is still very experimental, characterized by different 
terminologies and technological choices, despite several efforts 
for standardization. These divergent approaches make it difficult 
to understand who is doing what, how they are doing it, and the 
implications of the design choices.

This report establishes clear criteria for blockchain-based identity 
systems, providing a means by which we can benchmark different 
identity solutions against each other and the needs of a specific 
community or application. The goal is to provide a means for 
assessing the existing blockchain-based identity solutions, weighing 
their technical design choices and resultant trade-offs (e.g., between 
ease of use and security), and determining which solution best meets 
those needs.

Identity specifications
For blockchain-based identity solutions to become widespread, 
they will need to be implemented by a wide range of software and 
hardware vendors, and those different implementations will need 
to work together seamlessly. To that end, several standards and 

This report establishes 
clear criteria for blockchain-
based identity systems, 
providing a means by which 
we can benchmark different 
identity solutions against 
each other and the needs 
of a specific community or 
application.

Business Card Man Holding Hand Suit by Tero (TeroVesalainen), 2017, used under 
Pixabay license, accessed 4 June 2019. 

https://pixabay.com/photos/business-card-business-card-man-2056020/
https://pixabay.com/service/license/
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specifications have emerged in the hopes of defining new data 
structures and processes for these new identity services. This 
section will briefly outline some of the more prominent standards and 
specifications, what they hope to achieve, and where to find further 
information about each.

The Decentralized Identity Foundation (DIF) is a 501(c)(6) 
membership-based organization focused on developing standards 
and technical components for decentralized identity.20 The DIF 
currently has working groups focusing on identifiers, names, 
discovery, storage and computing, and claims and credentials. 
Members of the DIF run many of the projects detailed below. 

Decentralized identifiers

Decentralized key management system (DKMS) is a new approach 
to key management instead of centralized authorities in charge of 
issuing and validating certificates.21 DKMS relies on blockchain-
like distributed ledgers supporting decentralized identifiers (DIDs). 
While the DID specification handles the identity itself, the DKMS 
specification describes how edge services like devices or applications 
should store keys, and how they should communicate with each other 
and with the blockchain. DKMS also defines a set of standards for 
backups and key recovery.

Accordingly, blockchain-based identity management system is an 
identity management system which uses decentralized public key 
infrastructure as a root of trust—a source that can always be trusted 
within a cryptographic system, as opposed to trusted authority like 
government agencies as sources of certificate authority.

The DID specification is a World Wide Web Consortium (W3C) 
specification that provides a format for verifiable digital identities 
that, depending on the implementation, can be self-sovereign.22 
A DID refers to something in the real world—a person, place, or 
thing—through a uniform resource identifier (URI), which resolves 
to a DID descriptor object (DDO), a file that contains all the data 
required to prove ownership and control of the DID. Every DID is 
cryptographically signed. The entity that controls the private key 
used to sign the DID can identify themselves as the owner of the 
DID, and anyone can use the corresponding public key to verify it. 

The DID itself does not say anything about the entity it represents; 
it is merely a way to uniquely identify that entity. The actual 
information about the entity is attached to the DID in the form of 
verifiable claims or verifiable credentials (discussed below). Once the 
DID is created, any number of claims can be attached to the DID to 
describe the entity to which the DID refers. 

DID names

DID names build on the DID specification to create human-friendly 
identifiers for machine-readable DIDs. Anyone adopting the DID 
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specification could create a simple naming system in their platform 
or service. DID names are extremely flexible, allowing anyone who 
defines a DID method to create a system of names within it, each 
with its own rules and mechanisms for how names can be assigned 
and how those names can be resolved. 

Verifiable claims or verifiable credentials

Verifiable claims or verifiable credentials are statements made by 
a certifying third party regarding a particular identity. They have 
been defined as “a qualification, achievement, quality, or piece 
of information about an entity’s background such as a name, 
government ID, payment provider, home address, or university 
degree.”23 The statement and its relationship to the identity it 
qualifies are cryptographically signed by the third party making the 
statement (the certifying party). Anyone can verify the statements 
by checking the cryptographic signature of the certifying party—
without any intervention from that certifying party, as long as the 
certifying party’s public key is known.

A real-world example illustrates the advantages of the system: Alice 
can claim she has a degree from MIT, but so can anyone else. Her 
claim is meaningless if it doesn’t come with proof. Proof generally 
comes from diplomas—paper certificates issued by MIT to certify 
students’ completion of a degree. However, paper-based diplomas 
can be lost or destroyed, or worse yet, forged or falsified. It is 
difficult for third parties to trust the legitimacy of claims without 
asking for confirmation from the original issuer. With a blockchain-
based system and the mechanism of verifiable claims, MIT can create 
a digital record of the credential and sign it with MIT’s private key. 

Verifiable claims or 
verifiable credentials are 
statements made by a 
certifying third party 
regarding a particular 
identity.

Key Keychain Car Keys Door Key Trailers Garage Key by Markus Baumeler 
(markus53), 2014, used under Pixabay license, accessed 4 June 2019. 

https://pixabay.com/photos/key-keychain-car-keys-door-key-408559/
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This “digital diploma” can be issued instead of the traditional paper 
diploma, or in addition to it, and attached to Alice’s DID. Anyone who 
has access to MIT’s public key can then verify that Alice has indeed 
earned her degree, without the need for any action from MIT or 
anyone else to validate her claim to the degree.

The W3C Verifiable Claims Working Group is establishing a 
Web standard that should, in theory, work across all compliant 
implementations, allowing certificates and verifiable claims to be 
issued and read across competing applications.24 The working group’s 
goal is to “make expressing and exchanging credentials that have 
been verified by a third party easier and more secure on the Web.”25 
The group has identified a number of use cases for verifiable claims, 
and has developed a draft data model for how to describe such 
claims in a standardized manner.

Ethereum Name Service

A core problem for identifiers is the gap between machine-readable 
information and human-readable information. Perhaps one of the 
best-known bridges between human-readable and machine-readable 
information on the Internet is the domain name system (DNS). The 
DNS allows devices connected to the Internet to translate a domain 
name that is easy for humans to remember (e.g., Ethereum.org) 
into an Internet protocol (IP) address that is practical for computers 
but hard for humans to remember (e.g., Ethereum.org resolves to 
52.222.253.204). 

The Ethereum Name Service (ENS) can be seen as a DNS for 
Ethereum addresses; it resolves long, cumbersome Ethereum 
addresses (e.g., 0xAb5801a7D398351b8bE11C439e05C5B3259aeC9B) 
to short and simple addresses that look like the domain names we 
are accustomed to (e.g., VitalikB.eth).26 

DNS is managed by a central authority—the Internet Corporation for 
Assigned Names and Numbers (ICANN)—which sells domain names 
through approved registrars. By contrast, ENS aims to be entirely 
decentralized. The ENS registry is controlled by a smart contract 
on the Ethereum blockchain, which people must transact with to 
buy an Ethereum name. ENS operates as a decentralized system, 
but is administered by a small group of actors. The smart contract 
is currently controlled by a group of experts from the Ethereum 
community, and cryptographic signatures from a majority of the 
group are required to make changes. Although it is relatively new, 
ENS is already supported by a number of popular apps and wallets, 
making it the de facto standard for naming in Ethereum today. 

Benchmarking blockchain-based identity systems
As we start to use blockchain-based identity services in critical 
applications that people rely on in their daily lives, it will be essential 
that we choose the right service for the job. Of course, as we will 
see, there is no single “best” project. Many of the solutions under 
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development are compelling, but they each operate in different ways, 
prioritize different features, and make different trade-offs to optimize 
and deliver those features. See Table 1 for links to projects.

Proper assessment requires understanding the goals of implementing 
a particular blockchain-based identity system (versus a traditional 
identity system) and the necessary technical features for achieving 
those goals. The benchmark chart (Table 2, next page) is a tool for 
analyzing these goals and technical features. The first two columns 
describe the benchmarking criteria, and the third column gives 
examples of the kinds of questions users should ask in applying the 
benchmark. The assessment tool is divided into nine areas of inquiry.

Applying the benchmark
This section looks at several leading blockchain-based identity 
services and assesses them based on these criteria. Remember, 
these projects are in development. The benchmark is current only 
to the date of publication. As the blockchain identity field is rapidly 
evolving, these projects often fail to keep documentation apace with 
development—technical documentation is often lacking or simply 
out of date. Some of the projects discussed are likely to evolve 
significantly in the months following the publication of this report. 
However, we have designed the benchmark criteria to serve as a 
useful framework for independent assessment of these and other 
blockchain identity services for some time going forward.

We have designed the 
benchmark criteria to serve 
as a useful framework for 
independent assessment of 
these and other blockchain 
identity services for some 
time going forward.

Table 1: Snapshot of identity projects underway

Project Website Repository Status

Authenteq authenteq.com github.com/Authenteq In production

Blockstack blockstack.org github.com/blockstack In production

Brickchain 
(Integrity) brickchain.com github.com/brickchain Work in progress

Civic civic.com github.com/civicteam In production

EverID everest.org github.com/EverID Proof of concept

Jolocom jolocom.io github.com/jolocom In development

Sovrin 
(Evernym) sovrin.org github.com/sovrin-foundation/

sovrin In production

uPort uport.me github.com/uport-project In production

Veres One veres.one github.com/veres-one Testnet launched in Feb. 2018

http://authenteq.com
http://github.com/authenteq
http://blockstack.org
http://github.com/blockstack
http://brickchain.com
http://github.com/brickchain
http://civic.com
http://github.com/civicteam
http://everest.org
http://github.com/EverID
http://jolocom.io
http://github.com/jolocom
http://sovrin.org
http://github.com/sovrin-foundation/sovrin
http://github.com/sovrin-foundation/sovrin
http://uport.me
http://github.com/uport-project
http://veres.one
http://github.com/veres-one
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Table 2: Assessment tool for benchmarking blockchain-based identity systems

Benchmark Description Questions to ask

Specifications The identity 
standards 
supported 

Which standards or specifications do we want to adopt? To what 
extent have developers articulated and documented them? With 
which services and communities (i.e., which type of blockchains 
or institutions) do we want to be interoperable now, and in the 
future? With whom do our users want to interact? Which standards 
are they using?

Decentralization The degree 
to which the 
project achieves 
decentralization 

What degree of decentralization is necessary in the design? 
What degree of oversight is necessary? Are there gatekeepers 
or barriers to entry? How powerful are they? How much does 
the system rely on centralized systems or a distributed group of 
entities? What are the hardware requirements? How resilient and 
resistant to censorship will the network be?

Governance The governance 
model adopted 
by the project, 
including on-
and off-chain 
mechanisms

Which legal entities are involved, and in what form? Where are 
they based? Who can change how the system works or the data it 
manages? Who may and who must participate in decision-making? 
For which kinds of outcomes is the decision-making optimized? 
How easily can the governance processes be changed? Who 
controls software repositories? How do software upgrades happen?

Security The mechanisms 
adopted to 
ensure the 
security and 
integrity of the 
system

Which cryptographic solutions are implemented in the design? 
Are they well known and tested standards or novel and untested 
approaches? Is the code open source and auditable? Have there 
been security audits? What is its threat model? Which security 
properties do we require? Would we prioritize security over 
usability, or vice versa?

Privacy The amount of 
data collected, 
the measures 
taken to protect 
the data

Which data are collected? Where are they stored? Who can access 
them? Which data protection regulations are in effect? Which 
specific data minimization tools (e.g., zero-knowledge proofs, 
pairwise identifiers) does the design implement?

Recovery and 
revocation

Mechanisms 
by which users 
can recover or 
revoke keys

How will users recover control over their identities, should they 
lose their keys? How will they revoke compromised keys? Who 
holds the backups of keys? Can certificate authorities revoke a 
claim?

User experience The manner 
in which users 
interact with the 
service

Who are the users? What are their expectations and needs? How 
will they sign up and use the system each day? Which devices will 
they use to access the service? 

Data control The extent 
to which the 
service allows 
users control

Does the service give users control over their personal data? 
Can users take their full identities with them, were they to leave 
the service? To what extent does the maintenance and use of an 
identity depend on third parties?

Self-sovereignty The extent 
to which the 
combination 
delivers on 
self-sovereign 
identity

Can users exercise selective disclosure of attributes, e.g., limit the 
amount of data revealed in the verification of credentials? Do users 
have a real choice among competing services, or is there system 
lock-in? Is the system opt-in or opt-out?
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Authenteq

Authenteq provides identity verification solutions for services that 
require simple verification of fields such as name, age, or date of 
birth. The end-user application reads biometric information from a 
user’s passport using a smartphone with a near-field communication 
reader and creates salted hashes of each data field. The resulting 
salted hash is encrypted with the user’s private key on the user’s 
device, and the resulting data are stored on Interplanetary Database 
(IPDB).27

Authenteq keeps a database of unique identifiers associating specific 
users with their hashed and encrypted data, but does not have the 
ability to read that data. When a third party wishes to verify the 
integrity and accuracy of a user’s data, it can do so by incorporating 
the Authenteq Javascript plugin into its own website. Through that 
minimal app, users can provide information the website wishes 
to verify. The Authenteq app hashes the data and the salt, then 
compares the result to the data written to the blockchain. If the 
results are the same, the user has provided valid data.

 » Specifications: None.

 » Decentralization: The application operates by communicating 
with Authenteq’s servers to get the salt, and IPDB to get 
the hash. Only encrypted salted hashes of the user’s data 
are stored on IPDB. However, Authenteq is the central 
administrator of the database that links user IDs with their 
hashed encrypted data, and thereby performs the verification 
to third parties in a centralized manner. 

 » Governance: Authenteq is operated by Authenteq Tarbena 
GmbH, a for-profit company registered in Berlin, Germany. 
Authenteq controls the user application, the third-party 
integrations, and the centralized database linking users with 
their encrypted and hashed data. The data stored on IPDB 
is subject to its governance. Authenteq has yet to release 
documentation regarding the details of its governance 
processes. 

 » Security: Authenteq relies on Hmac-SHA-256 for key 
generation, which is performed client-side. 

 » Privacy: Encrypted salted hashes of the user’s data are stored 
on IPDB. A centralized server controlled by Authenteq hosts 
the index linking users with their data. Third parties who wish 
to verify information, such as confirming that an individual is 
over 18 years old, do not see any personal data. Rather, they 
just see whether the individual meets the criteria.

 » Recovery and revocation: Users can recover a lost identity by 
providing a 12-word passphrase provided to them on account 
creation, and by doing a biometric identity confirmation using 

Authenteq provides identity 
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the camera on the device the Authenteq application is running 
on. To date, there is no information available regarding 
revocation policies. 

 » User experience: The user creates an Authenteq identity by 
downloading the application to their phone, scanning their 
passport, and completing a registration process. Third-party 
sites or applications can use Authenteq’s developer tools to 
build an authentication system in their website that lets users 
input information to be validated, but within Authenteq's 
frame, so that the information never goes to the third party. 
Authenteq will respond with “true” or “false,” depending on if 
the information is validated.

 » Self-sovereignty: User identities are created on a local device. 
Private keys and all information stay on the user’s device. 
Users must scan a QR code and acknowledge they wish to 
verify certain information before that information is shared 
with third parties.

Blockstack (formerly OneName)

Blockstack users can create an identity by creating an account on 
the Blockstack platform. The Blockstack platform consists of several 
elements: 

 » The Bitcoin blockchain, which is used as an immutable ledger 
and provides a secure ordering of operations

 » The Blockstack blockchain, which is a layer-two blockchain 
that draws information from the Bitcoin blockchain to 
determine its own state

 » A decentralized P2P network of computers running a 
Blockstack node

 » Centralized cloud storage operated by Blockstack

After creating a basic Blockstack account, users can register a 
username (e.g., “name.id”) on the Bitcoin blockchain by burning a 
specified amount of bitcoin. Usernames in the Blockstack naming 
system must be renewed periodically or the name expires and can be 
registered by someone else. 

When creating a Blockstack identity, the user is essentially creating a 
zone file, which is a text file that describes a DNS zone and contains 
a uniform resource locator (URL) of the user’s choosing. A hash of 
the zone file is written to the Bitcoin blockchain; the Blockstack P2P 
network translates this hash into the actual zone file. The URL in the 
zone file links to the user’s profile and application data, stored by 
default on the Blockstack cloud.

Users can add their other online accounts to their Blockstack 
profile. Users prove they control a given account by posting a code  

After creating a basic 
Blockstack account, users 
can register a username 
(e.g., “name.id”) on the 
Bitcoin blockchain by 
burning a specified amount 
of bitcoin.



27

BLOCKCHAIN IDENTITY SERVICES

© 2019 COALA + BLOCKCHAIN RESEARCH INSTITUTE

provided by Blockstack for that account and linking that proof in their 
Blockstack identities. Users can prove control of accounts by posting 
the code on Twitter, Facebook, GitHub, Hacker News, LinkedIn, or 
Instagram. Users can also add Pretty Good Privacy (PGP) or secure 
shell (SSH) keys, and provide Bitcoin and Ethereum addresses. 

Blockstack’s identity service was previously part of a stand-alone 
service called OneName. 

 » Specifications: DID, which includes Blockstack identifiers. 
Users can utilize the DIF universal resolver to match a 
Blockstack ID to a user profile. 

 » Decentralization: Users store the hash of their zone file as 
well as any relevant Blockstack transactions (e.g., name 
registrations, name transfers, renewals, and revocations) 
on the Bitcoin blockchain, but store the actual zone file in 
Blockstack’s P2P network. Blockstack hosts nodes on this 
network, and any user can choose to join as a peer. Users’ 
profiles and application data are stored on Blockstack’s cloud 
services by default, but users can choose to store their profile 
and application data elsewhere. The location is specified in the 
user’s zone file. Currently, this option is only in the command-
line version of the application. Blockstack offers a software 
package called Gaia, which users can run to host their own 
profile and application data.28

 » Governance: Blockstack operates as a public benefit 
corporation (PBC) incorporated in the state of Delaware. 
This structure allows it to act as a traditional corporation, 
but requires it to pursue a public interest goal, as defined 

Blockstack offers a 
software package called 
Gaia, which users can run 
to host their own profile 
and application data.

Eye Green Pupil Iris Tabs Retina Eyes by Daniel Barquet (DANIELBARQUET), 2015, 
used under Pixabay license, accessed 4 June 2019.
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in its charter. The Blockstack board of directors steers its 
activities. All Blockstack code is open source, and most of 
the Blockstack developers are employed by Blockstack. 
Blockstack has no control over the zone file hashes written 
to the Bitcoin blockchain—those are governed through the 
Bitcoin protocol—nor over the zone file data stored on the 
P2P network. To the extent that users store their profiles and 
application data on the Blockstack cloud servers, Blockstack 
could prevent access to such data by denying access to their 
cloud storage, but they cannot manipulate the data (because 
the data are signed by the key of the user).

 » Security: Blockstack wallets, similar to a Bitcoin wallet, 
contain the private keys that are associated with the Bitcoin 
address which has a Blockstack ID. Blockstack is not able to 
tamper with user data, even if it is stored on the Blockstack 
cloud. User profile data are signed by the user, and so users 
can easily verify whether the data have been corrupted. 

 » Privacy: All information in a user’s profile is intended to 
be publicly available. Only a hash of the user’s zone file is 
recorded onto the Bitcoin blockchain. Users can choose where 
their user profile and application data are stored. The default 
is on the Blockstack cloud, but users can choose to use 
storage provided by third parties or host the data themselves. 

 » Recovery and revocation: Blockstack relies on seed words 
provided at account creation to recover a lost key, and the 
user must remember these words. If forgotten, then the 
identity is lost as well. No recovery is possible without the 
seed words. Users can update some or all of a user’s identity 
by editing the zone file to point to a different profile or by 
changing details within the profile. Revocation of an entire 
identity is possible if the user controls the user’s private key. 
A revocation invalidates the identity in the Blockstack state. 
Lookups of an ID that has been revoked will show that the 
name is no longer valid. The history of the ID will still be 
visible.

 » User experience: Blockstack users can interact with the 
system by downloading a graphical desktop application, or 
a command-line application, or by using a limited browser-
based version of the application. Stand-alone applications are 
available for Mac, Windows, and Linux systems. Users can 
reserve their desired username on Blockstack’s .id namespace 
(e.g., “example.id”) by burning a specified amount of bitcoin. 
They can then associate their multiple online identities (e.g., 
Twitter, GitHub, etc.) with their Blockstack ID. 

 » Self-sovereignty: Blockstack users can set the location of their 
user profiles and application data. The default is for these 
data to be stored on Blockstack’s cloud service, but they can 
be stored on third-party cloud services or on the user’s own 
server. Blockstack identities are compatible with the DID 
standard.

All Blockstack code is open 
source, and most of the 
Blockstack developers are 
employed by Blockstack. 

Blockstack users can 
interact with the system 
by downloading a graphical 
desktop application, or a 
command-line application, 
or by using a limited 
browser-based version of 
the application.
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Brickchain (Integrity)

Integrity is an implementation of the Brickchain protocol. Integrity 
provides users and organizations with identities based on a set of 
cryptographic keys. Users control their keys through the Integrity 
application, a data wallet that allows them to authenticate to services 
and sign transactions. Organizations control their keys through 
realms, which are Web applications that set permissions to users and 
services, so that these users and services can use the set of keys to 
sign actions on behalf of the organization. Any Web service can be 
bound to a realm.

After installing the Integrity application, users can visit a third-party 
realm (e.g., a bank or an online verification service) that will issue a 
verifiable claim (signed by the associated realm) about the identity 
or an attribute of this person. The user now holds this verifiable 
claim in his or her wallet. When interacting with other service 
providers, the user can share this verifiable claim with them. If the 
service providers trust the source of the claim, they can skip the 
identification process because they know that the user has already 
been identified by a trusted party—thereby removing the need for 
the user to share sensitive data with other service providers. These 
service providers will thus deliver a mandate (another Brickchain 
document signed by the associated realms) to the user, enabling 
access to their services.

As they interact with realms and services, users accumulate data in 
their wallet in the form of documents signed by themselves and by 
realms. These documents can be facts (which can be seen as data 
attributes or verifiable claims), mandates (authorization to access 
services), and receipts (for any transaction with a service). This 
creates portability of data: a relying party can trust the signature on 
a document shared by the user, proving the data to be authentic. 

 » Specifications: Brickchain and Integrity are not compatible 
with the decentralized identity standards discussed earlier in 

 

Integrity provides users 
and organizations with 
identities based on a set of 
cryptographic keys.

DNA Genetic Material Helix Proteins Biology by Gerd Altmann (geralt), 2018, used 
under Pixabay license, accessed 4 June 2019.
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the report, but are compatible with standards such as OpenID 
Connect, OAuth, and SAML.29 

 » Decentralization: Brickchain stores all personal data within 
the Integrity application on the user’s phone. In terms of 
scope request, users can interact directly with each other 
or a service without an intermediary. The realm is where an 
organization will set their own governance. The realm will give 
access to users to control the realm (e.g., admin rights), or 
services bound to the realm. A realm can decide to trust other 
realms or services, based on certificates. In the first example 
of a person sharing their identity through a document signed 
by an identity verifier, a realm can decide which verifier it will 
trust.

 » Governance: Brickchain and Integrity are operated by 
Brickchain Ltd., a for-profit company registered in London, 
United Kingdom. Governance of the project currently relies on 
decisions made solely by the core Brickchain team, but there 
are plans to develop a new governance model in the future. 

 » Security: The Brickchain protocol is open source, while the 
Integrity components are currently proprietary. When the user 
runs the Integrity application for the first time on a device, it 
generates a root key pair. The private key is protected by a 
user-defined PIN. The public key is a thumbprint of the JSON 
Web Key, which is a SHA-256 of the key which identifies the 
user on the Integrity platform.30 When the public key has been 
generated, the Integrity application generates an application 
key pair, signed by the root private key and protected by the 
same PIN as the user’s root key. 
 
The application key is used to sign documents, while the 
root key is used to sign new user keys and for document 
decryption. A third key, called the “device key,” is generated 
and signed by the user root key. This key is not protected by 
PIN and is used only for document signing and decryption 
when performing low-value operations like registering a device 
for push notifications, thus allowing for a PIN-less action that 
can be performed in the background. All keys generated by 
the app are stored in the secure storage of the device (e.g., 
the iOS Keychain or Android Keystore).

 » Privacy: Brickchain does not collect or store user data. User 
data are stored locally, and user consent is required before 
data can be shared.

 » Recovery and revocation: Users can back up their data for 
future recovery. Signatures on documents can be revoked. 
This revocation must be public, so that any relying party 
can look for revocations. However, if any entity hosted the 
revocations, that entity would see all requests for revocations, 
compromising the user’s privacy. Therefore, revocations are 
stored on the Ethereum blockchain.

The application key is used 
to sign documents, while 
the root key is used to 
sign new user keys and for 
document decryption.

The Brickchain protocol 
is open source, while the 
Integrity components are 
currently proprietary.
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 » User experience: Users manage their identities from the 
Integrity application, which serves both as a data wallet and 
remote control to interact with services using the Integrity 
platform. For example, through mandates, users can manage 
access to endpoints controlling smart home devices; those 
users possessing the mandate will be able to activate the 
device from the Integrity app.

 » Self-sovereignty: User data are stored within the Integrity 
application. Access by third parties is subject to user consent, 
giving users control over their data without reliance on third-
party authorities to share the data. Users can export all their 
data in the form of a JSON file, making the data portable to 
other services. 

Civic

Civic offers an identity verification solution through the Civic secure 
identity platform. Civic offers various integrations for this platform, 
including the Civic app. Civic’s secure identity platform operates 
on top of an open and decentralized identity marketplace (Identity.
com) for identity verification services. The marketplace enables 
participants who would like to prove and/or verify identity attributes 
and claims to connect with a variety of third-party validators who 
provide authentication and credentials services by issuing certificates 
and attestations.31 The Identity.com marketplace operates between 
the following two actors:

 » Identity requesters who need to ascertain information 
about an individual (e.g., a bank, a gambling website, or 
an employer). They publish a set of criteria regarding the 
validators they trust (e.g., the type of institution or entity 
from whom the identity requester will accept credentials). 

 » Identity validators (e.g., banks, governments, telecom 
providers, universities, etc.) who will provide attestation that 
an individual is who he claims to be and/or has the properties 
that he claims to have. Identity validators publish prices 
for their validation services, which are paid by the identity 
requesters.

To provide a proof of attributes or identity claim, an individual needs 
to obtain an attestation by one of the identity validators who meet 
the criteria set by the relevant identity requester. An attestation 
is a verifiable claim associated with an individual’s DID. A proof of 
attestation is recorded on a blockchain, which provides a full audit 
trail of all attestations. By looking at the blockchain, the identity 
requester can therefore verify that the transaction has not been 
revoked.

The attestation is free. However, once the attestation has been 
issued, every time the attestation is used to certify the individual’s 
identity or attributes, the identity requester will pay the identity 

Civic’s secure identity 
platform operates on top of 
an open and decentralized 
identity marketplace 
(Identity.com) for identity 
verification services.

To provide a proof of 
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validators who meet the 
criteria set by the relevant 
identity requester.
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validator who issued the attestation. In other words, each attestation 
is issued once, but validators generate profits on an ongoing basis 
from each identity verification.

The Identity.com marketplace is governed by a smart contract 
system that ensures that payment is automatically delivered to the 
identity validators whenever an attestation is used. The proprietary 
format used by Civic enables users to share their credentials only 
through the Civic app, triggering a smart contract transaction that 
automatically executes payment whenever a credential is shared. 
Civic will open-source the credential wallet capability so that 
Identity.com will support more applications.

 » Specifications: W3C verifiable claims supported. W3C DID 
specification utilized for the identification of identity validators 
(ETHR-DID method). 

 » Decentralization: With the Civic app, all personal data (DIDs 
and associated verifiable claims) are stored locally on the user 
device. Civic creates a fingerprint (or hash) of each identity 
it creates, which is kept for internal reference on the Civic 
servers. Hashing together a variety of identifiers (e.g., device 
ID, e-mail, phone number, etc.) in a unique fingerprint (whose 
format is proprietary) makes it possible for Civic to identify 
duplicates (i.e., users trying to register multiple IDs) without 
the need to access the personal information directly. While 
users can create multiple Civic accounts by using separate 
devices, the more information is encoded into the account, the 
harder it is for users to create and use duplicates. The identity 
validators record the proof of attestations for each of the 
verifiable claims they have issued on the blockchain, so that 

Hand Woman Medical Human Care Treatment Finger by NeiFo, 2016, used under 
Pixabay license, accessed 4 June 2019.
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identity requesters can verify whether the credentials are still 
valid or have been updated or revoked.

 » Governance: Civic is operated by Civic Technologies Inc., a 
for-profit company based in San Francisco, California. Civic 
operates the Civic secure identity platform and Civic app and 
is developing the Identity.com marketplace. Civic currently 
provides services to the identity marketplace as an identity 
requester and identity validator. The Identity.com marketplace 
is governed using the Civic token (CVC), which is based on 
the ERC-20 standard.32 Because they currently rely on the 
Ethereum blockchain, both Civic and Identity.com will also 
be affected by the governance decisions of the Ethereum 
network. However, Civic and Identity.com are intended to 
be blockchain agnostic, so they can be moved to another 
blockchain if needed.

 » Security: The Civic app is secured by third-party facial 
recognition and other biometric services (e.g., fingerprint lock) 
offered by third parties. Civic does not store user data. The 
Civic app enables users to store their personally identifiable 
information (PII) in encrypted form on their personal devices. 
While the private keys are stored on a user’s device, they are 
stored in an encrypted format and users do not have direct 
access to them, meaning that they cannot extract the private 
key and move them to a new phone, or use them through 
another application. Users can, however, back up their Civic 
accounts on iCloud or Google Drive in order to restore them 
into another device (see below).

 » Privacy: With the Civic app, keys associated with an 
individual’s identity (DID) are generated on the user’s device 
within the Civic app and stored in an encrypted format. 
Civic, with user permission, uses personal data (e.g., phone 
number and e-mail) from each user that creates a Civic ID 
and, combined with the device identifier, creates a unique 
fingerprint that is kept for internal reference. Personal data 
are never communicated to anyone but the identity validators 
(including Civic, whenever it acts as an identity validator), 
who are responsible for attesting information and issuing 
verifiable credentials in return. Verifiable claims (which might 
disclose personal information) are also stored on the user’s 
device; only a proof of attestation is stored on the blockchain. 
Credential sharing is always explicitly consent-based. Users 
initiate the process by connecting to a service, which will issue 
a data request. Users must give their explicit consent for each 
query to their data to be transferred to the requester. 

 » Recovery and revocation: Data that are no longer valid 
can be revoked by the certifying entity by executing a new 
transaction that will update the blockchain entry associated 
with verified data. If a Civic-verified ID is compromised 
(because the device on which it was stored has been lost or 
stolen), users can either “recover” the account or “reset” it 

The Civic app is secured 
by third-party facial 
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credentials in return. 
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and create a new Civic-verified ID with updated credentials. 
Only the users who have opted to back up their account and 
credentials in the Civic app, by backing up their data on iCloud 
or Google Drive, can recover these. Resetting the account 
means invalidating the previous account (and all associated 
credentials) and creating a new identity wallet for the same 
user with new credentials. In this case, the user will have to 
verify all the personal information again with the relevant 
third-party validators for obtaining new verified credentials.

 » User experience: The Civic application is available to users 
on iOS and Android devices. Users can then create identities 
within their Civic account (which will generate and manage 
their DID and associated keys). The Civic app allows a 
customized QR code to be sent by the identity requester 
(instead of a registration form) that can be scanned by the 
user through the Civic app. The user unlocks the Civic app 
via biometrics, reviews requested information, and accepts 
or denies the verification request. The validity of these claims 
can be verified via the entries recorded on the blockchain. 
Currently, the format of the blockchain entry is not publicly 
disclosed, so the only way for the requester to verify these 
claims is via Civic-provided proprietary software.

 » Data control: Requesters who need to verify users can 
currently access the Identity.com marketplace through the 
Civic secure identity platform in three ways: 

 Ű Civic app—A customized QR code is sent to the user, 
who can then accept or deny the information request, as 
described above.

Egyptian Goose Waterfowl Bird Standing Rings by Mabel Amber (MabelAmber), 
2014, used under Pixabay license, accessed 4 June 2019.
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 Ű Browser—User information is collected inside a browser 
and validated on the fly through Identity.com validators. 
Because the resulting attestations are not stored anywhere, 
the verified claim is not reusable for other services. (In the 
future, users could opt to add these credentials to their 
Civic ID on their mobile device.)

 Ű Customized—Requesters can implement their own custom 
information collection system that connects to the Civic 
secure identity platform and receives a back-end response 
based on the user identity being verified or not.

Identity validators that join the ecosystem to provide identity 
verification services have access to a validator toolkit that 
enables them to interact with the Identity.com marketplace 
and set prices for the identity verification services they 
provide.

EverID

EverID is the identity component of the Everest Platform.33 The 
EverID infrastructure comprises two components: (1) the EverID 
chain, which is a permissioned Ethereum blockchain operated by the 
upcoming Identity Network Foundation (INF), and (2) a series of IPFS 
private clusters that store personal data about users in an encrypted 
format (called a datagram).34

The EverID Android-based application takes facial and fingerprint 
biometric data from the user and a user-supplied PIN to authenticate 
the user. When a user creates an account on the EverID application, 
a smart contract is created on the EverID chain that stores the 
datagram location on the IPFS cluster. In addition, the application 
also creates an EverWallet, which is an Ethereum account on the 
Everest blockchain containing a PPK pair and controlled by Everest.

Once they have created an EverID, users can provide personal data 
(e.g., name, address, spouse, children, etc.), which will be stored in 
the encrypted datagram associated with their EverID. The datagram 
is not stored on the user’s device, but rather on the IPFS private 
cluster managed either by Everest or by a third-party proof-of-
concept (POC) partner. 

Because neither the EverID chain nor the IPFS private cluster is 
accessible to the public, all data recorded in the user’s datagram can 
be accessed only by authorized users through the Everest API. Users 
must authenticate themselves via biometrics to request and retrieve 
data. The Everest back end will then query the EverID smart contract 
to retrieve the IPFS location of the datagram, then query the IPFS 
cluster to retrieve that datagram. It will then disclose the requested 
information to users, according to the associated permissions. Once 
they have retrieved that information, users can freely share it with 
others via e-mail. In the future, Everest is planning to allow users to 
share encrypted files within the application.

The EverID Android-based 
application takes facial 
and fingerprint biometric 
data from the user and 
a user-supplied PIN to 
authenticate the user. 
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Through the Everest platform, users can “enroll” with a third-
party POC partner that will be able to associate the EverID with 
the corresponding EverWallet. Users can then utilize their EverID 
credentials to authenticate toward these partners and receive value 
tokens on the Everest chain.

 » Specifications: None currently supported. ENS and DKMS are 
on the Everest roadmap.

 » Decentralization: The Everest infrastructure is largely 
centralized. It consists of two permissioned Ethereum-based 
blockchains: EverID for identities, managed by INF, and 
Everchain for value transfers, managed by Everest. Each POC 
partner can manage its own IPFS storage cluster, if desired.

 » Governance: Everest, a for-profit corporation, funds the 
INF to manage the EverID blockchain network. The EverID 
chain is operated by five validator nodes, which validate the 
blocks and are the only ones entitled to write to the EverID 
blockchain. These nodes are currently under the control 
of Everest. Control will subsequently shift to five nodes 
appointed by the INF, two of which are slated to be associated 
with Everest, and three of which are not. Other than the INF, 
Everest is the sole authority that can access the EverID chain. 
Everchain is managed by a minimum of three nodes, currently 
all managed by Everest. 

 » Security: The EverID application is accessed using the user’s 
facial and fingerprint biometrics and a PIN. Personal data 
are stored in the user datagram (encrypted with SHA-256 

Pass Passport Id Documents Pants Pocket by Gerd Altmann (geralt), 2017, used 
under Pixabay license, accessed 4 June 2019.
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encryption) and is stored on a private IPFS cluster. Everest 
holds the encryption to the datagram. Note that the datagram 
also contains the recovery seed phrase for the EverWallet 
associated with the datagram owner’s EverID.

 » Privacy: The EverID datagram is an encrypted JSON-LD 
document containing the user’s identity information. Users 
can selectively access or retrieve data from within their 
datagram by logging into the EverID application on any 
device. Although not available yet, in the future, the platform 
will provide a means for users to request deletion of user 
data, including the seed phrase for the EverWallet PPK pair. 
As of this writing, the terms of use allow Everest to utilize 
user information for other commercial purposes, including 
advertising.35

 » Recovery and revocation: Users access data through the 
EverID application through facial recognition, fingerprint 
checks, and the entering of their PINs. Users never have 
access to private keys associated with their EverID; Everest 
holds those keys. If an Everest user forgets a password or 
PIN, the user can recover it through a series of biometric 
challenges (facial recognition and fingerprint scanning). 
Everest also checks the geographic location of the recover/
reset request, and requires additional steps if the request 
originates from a location that differs from the users’ usual 
locations. 

 » User experience: Users sign up for the Everest platform using 
the Android application. They take photographs of their face 
and fingerprint, which serve as biometric identifiers, and 
choose a PIN. They can interact with their account using any 
Android device that runs the EverID application, because all 
data are stored off-device. Both EverID and EverWallet are 
stored in Everest’s infrastructure using an encrypted Vault 
(Hashicorp). Users without an Android device can create an 
EverID by meeting with an Everest agent—a trusted third 
party who has a device and is authorized by Everest to create 
identities.36 

 » Data control: Everest is working on a POC project with the 
Indonesian government, which issues citizens subsidies to 
buy cooking fuel. The EverID POC allows Indonesians entitled 
to the subsidy to create an EverID and receive subsidy 
tokens in their EverWallet. During enrollment, users identify 
themselves to government officials via relevant biometrics 
and government identity documents, and use the EverID 
application to create an EverID and an associated EverWallet 
account (both recorded into the government organization’s 
EverID smart contract registry). Eligible users will then receive 
tokens into their EverWallet. These users can subsequently 
go to a fuel depot, log into their wallet using their biometrics 
and PIN, and then transfer the tokens in exchange for a gas 
canister.37

As of this writing, the terms 
of use allow Everest to 
utilize user information for 
other commercial purposes, 
including advertising.
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 » Self-sovereignty: Everest users can access and download their 
datagram using their biometrics and PIN. However, Everest 
controls the key to their encrypted datagram, as well as the 
PPK pair for the EverWallet.

Jolocom

Jolocom is developing a protocol for any type of entity (individual, 
organization, machine, or device) to create and interact with self-
sovereign digital identities. The Jolocom protocol is open source and 
implements the DID/DDO specifications from the W3C, as well as 
open standards for verifiable credentials in JSON format and using 
JSON Web tokens (JWT).38

Users create a Jolocom identity using the Jolocom application. The 
application generates an Ethereum address using entropy from user 
input within the application. The public key is hashed to create a DID, 
and both the DID and public profile credential are stored on IPFS. 
The user spends ether to update the Jolocom registry smart contract, 
which maps DIDs to IPFS addresses. Once the DID is registered, 
most activity involving the identity will occur locally on the user’s 
device. The user can add self-signed credentials through the Jolocom 
application, and verifiable credentials can be received and managed 
as part of the local identity as JWTs. To add credentials, the user 
scans a QR code using the application, which encodes the verifiable 
credential. The user can also generate credentials to issue to other 
individuals. Changes to the user’s DID file or entry in the Jolocom 
registry will only be necessary to update the user’s public profile.

 » Specifications: DID (did:jolo); verifiable claims; and DKMS.39

 » Decentralization: Jolocom currently uses the Rinkeby 
Ethereum test network as a trust layer to resolve a DID to 
a DID document. The production version of Jolocom will 
operate on the main Ethereum network. Only a DID and a 
reference to a DID document are stored on the Ethereum 
blockchain. DDOs are stored on IPFS, which will also be used 
for a public profile displaying credentials in the future. The 
Jolocom protocol is back end-agnostic to allow for the use of 
alternative distributed ledgers and storage configurations. 

 » Governance: Jolocom GmbH is a for-profit corporation 
registered in Berlin, Germany. The Jolocom development team 
currently makes all decisions about the Jolocom protocol, 
its design and implementation, and any changes to it. The 
Jolocom protocol and client application are open source. Since 
it runs on the Rinkeby Ethereum test network, it is currently 
subject to that network’s governance. When it moves to 
the main Ethereum network, Jolocom will be subject to the 
governance of that network.

 » Security: The jolocom-lib library handles identity creation 
and registration as well as verifiable credentials creation 
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and verification. Key generation is carried out client-side, 
with entropy created by the user swiping randomly on the 
device’s touchscreen.40 Multiple personas can be modeled 
using hierarchical deterministic key derivation, providing 
pseudonymous identities. If any child key is compromised, 
other keys derived from the same master key are unaffected. 
The Jolocom application relies on entropy generated by the 
user’s input into their device, but the Jolocom library can 
take entropy from other sources, such as hardware wallets 
or crypto chips, which provide a higher quality of entropy. 
Regarding client-side storage, Jolocom encrypts user data, 
master key pairs, and derived child key pairs with the user’s 
passphrase. 

 » Privacy: All identity attributes, including private keys, are 
stored on a client’s device by default, and can be controlled 
only by the device owner. Users can attach a public profile 
to a DDO containing human-readable information about the 
user. Jolocom does not collect any user data; all user data 
are stored on the Ethereum network and IPFS. Claims may 
include an expiration date, and verifiers are able to determine 
whether a claim is still valid. DID holders are able to update 
their DID profile, but claims may persist on IPFS.

 » Recovery and revocation: Key recovery is currently based on 
the seed phrase. Jolocom is currently exploring alternative 
recovery methods for future development.41

 » User experience: Users can set up and manage their identities 
by using Jolocom’s SmartWallet application for smartphones. 
The Android version of the app is currently available on the 
Play Store.42 

 » Self-sovereignty: Jolocom users have control over their 
private keys and personal data. Jolocom follows existing and 
emerging standards in the digital identity space, including 
portability and interoperability as core design factors. 
Identities created using Jolocom can be used across multiple 
devices and applications. Jolocom complies with the W3C 
DID/DDO specification and BIP 32/39/44 standards for 
the hierarchical derivation of key pairs. Although Jolocom 
currently runs on the Rinkeby Ethereum network, it is 
designed to allow integration with different distributed ledger 
technologies.

Sovrin (Evernym)

Sovrin is a platform for self-sovereign identity, running on a 
distributed ledger based on Hyperledger Indy.43 The nodes 
maintaining the ledger are referred to as stewards and are operated 
by trusted entities like banks, universities, governments, and NGOs—
entities that must be pre-approved by the Sovrin Foundation Board 
of Trustees, according to public qualification criteria. Sovrin enables 
the development of third-party services and applications based on 
Sovrin’s protocol and operating on the Sovrin ledger. 
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Evernym is a company that develops Sovrin-compatible applications 
and professional services, with particular expertise around 
governance frameworks. Users can use the Evernym mobile 
application Connect.Me to manage their relationships with Sovrin-
based services.44 Connect.Me is a wallet in which users store their 
credentials and cryptographic tokens, and contains the agent-
code for communicating with other wallets for a P2P exchange of 
credentials without ever touching the ledger. It also stores the 
unique, private connections that a user establishes with other 
parties. 

By default, only the required data attributes (such as date of birth 
or surname) are shared to the relying party, rather than the whole 
credential. Attributes from multiple credentials can be combined to 
form a compound proof. If necessary, a user can share just a ZKP, 
which is a binary yes/no answer such as “I am a British citizen,” or 
“I am over 18,” or “I am allowed to board this flight,” without sharing 
any other data.

The primary things stored on the Sovrin ledger are public DIDs (used 
to identify credential issuers), credential schema (data formats for 
verified credentials), credential definitions (schemas plus the public 
keys of the relevant credential issuers), and a zero-knowledge-style 
implementation of a revocation registry.45 Credentials themselves 
are never stored on the ledger; they are stored locally in the user’s 
digital wallet or encrypted cloud backup.

 » Specifications: DID (did:sov); verifiable credentials; and 
DKMS.46

 » Decentralization: Sovrin operates on a hybrid permissioned 
blockchain, where read and write access are public, but 
stewards must be approved to operate a node in the network. 

Eye Iris Biometrics Iris Recognition Security by Gerd Altmann (geralt), 2017, used 
under Pixabay license, accessed 4 June 2019.
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 » Governance: Evernym Inc. is a for-profit corporation 
registered in the state of Utah. Evernym has played a lead 
role in the development of Sovrin and the Sovrin Foundation, 
and is one of the stewards in the Sovrin Governance 
Framework. The Sovrin Foundation is a nonprofit corporation 
also registered in Utah. It operates in accordance with the 
Sovrin Governance Framework, a constitutional-type suite of 
documents designed by the Sovrin Governance Framework 
Working Group.47 It requires, inter alia, diversity of Sovrin 
stewards. This means there can be no concentration of Sovrin 
stewards in any one country or geographical area; they 
cannot be managed by hosts in any one industry, or make use 
of any one technical hosting environment. 

 » Security: Sovrin operates as an open-source protocol based 
on Hyperledger Indy, which also is open source. Sovrin-
compatible applications, such as Evernym, must implement 
cryptographic verification at key points throughout the 
system, and integrate ZKP, as required by the Sovrin protocol.

 » Privacy: None of the verifiable credentials (containing 
personal data) are stored on the Sovrin ledger. Rather, 
these credentials are exchanged via a P2P network by 
Sovrin agents pointed to by pairwise pseudonymous DIDs. 
Evernym encourages users to use “pairwise pseudonymous 
DIDs” within their Evernym account—creating a new DID for 
each relationship. This means, for example, that the user’s 
account with the user’s bank has its own DID, and is therefore 
completely distinct from the user’s account with the mobile 
carrier, which has its own DID. No one can track the user’s 
activities across both services unless the user deliberately 
links the two. 

 » Recovery and revocation: Sovrin, and the Hyperledger Indy 
open-source code base on which it is founded, is spearheading 
the development of DKMS architecture.48 DKMS is designed 
to standardize interoperable, portable key management 
and digital wallets for DID owners. Its functions include 
key generation, DID and DID document registration, key 
revocation and rotation, wallet backup, and wallet recovery. 
The key recovery options include traditional offline recovery 
(offline storage of a recovery key for decrypting a backup 
copy of the wallet, either in a QR code or other paper form, 
or in cold-storage hardware) and social recovery, where 
the recovery key is sharded into N pieces, and each piece 
is shared with a trusted party (a trustee). To restore the 
backup wallet, M-of-N pieces need to be recovered. The 
technical aspects of the shard sharing and recovery steps 
can be automated using the DKMS protocol. They can then 
be implemented as standard user interface functions within 
DKMS wallets without requiring any specialized knowledge of 
DKMS users.

 » User experience: Users interact with the Sovrin network by 
using compatible applications built using the Hyperledger 
Indy software development kit.49 Applications create a new 
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identity and generate keys, provide a keychain for those keys, 
and store the user’s identity locally on the device. Evernym 
is developing a DKMS certification program, to ensure that 
all Sovrin-compatible applications meet a specific set of 
standards. 

 » Self-sovereignty: Sovrin, as the name suggests, was designed 
to provide self-sovereign identities. Because all verified 
credentials are locally stored on the user’s wallet, everything 
is portable. Users can move their keys across any device they 
control. User data are kept locally on the user’s device, and 
can be backed up in an encrypted format with a third party 
chosen by the user. 

uPort

uPort is a decentralized identity platform built on top of the Ethereum 
network that enables users to create a uPort identity based on the 
proposed ERC-1056 Lightweight Ethereum Identity standard for 
Ethereum wallets.50 ERC-1056 describes an identity system in which 
all Ethereum accounts are valid DIDs. uPort currently enables users 
to utilize some, but not all, of the features described in ERC-1056. 
Namely, uPort identities can be used to sign and verify credentials, 
actions, or transactions digitally.

uPort currently offers flexible and extensible integration: users 
may utilize some of the features available in the uPort libraries or 
use uPort as an integrated identity system. Specifically, the uPort 
platform consists of: (1) the uPort smart contract, (2) the uPort 
libraries and the uPort SDK for iOS and Android, and (3) the uPort 
wallet mobile application (available on the Apple Store and Google 
Play).

The uPort smart contract (Ethr-DID-Registry) manages the 
interactions and events related to any uPort identity.51 Instead of 
using the “storage” of the uPort smart contract, interactions with 
the uPort smart contract produce an event log on the Ethereum 
blockchain, which largely reduces the gas cost. The uPort smart 
contract requires the uPort DID resolver library to produce a DID 
document. To do so, the uPort DID resolver (Ethr-DID-Resolver) looks 
up all events related to a particular uPort identity (i.e., an Ethereum 
address) on the Ethereum blockchain and uses them to dynamically 
generate the corresponding DID document. By default, the owner 
of a uPort identity is the underlying Ethereum account associated 
with that identity. Using the uPort smart contract, the owner can 
be updated to a new key pair or multisig account. The owner can 
also assign (and revoke) delegates (e.g., third-party signers on their 
behalf), and register (and revoke) attribute data associated with the 
uPort identity.

The uPort libraries currently include: uPort transport channels (to 
communicate with client app and uPort client); uPort Connect (user 
login management); uPort Credentials (create, request, sign, and 
verify credentials); and uPort server libraries. These provide a variety 
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of functions and features that can be combined as needed. A service 
provider could, for example, integrate a login modality (e.g., a uPort 
Connect button) without integrating other features of uPort.

The uPort wallet application is used to provide user authentication, as 
well as store and selectively disclose verifiable claims to the service 
provider. It manages user identities and credentials, such as keys, 
identities, and attestations. To create a uPort identity account, a user 
downloads the uPort wallet app or another uPort client application. 
An Ethereum account is automatically created to form the basis of 
the uPort identity. uPort creates a new uPort identity for each client 
application it interacts with, and each identity is associated with a 
different DID. This prevents data-linking and profiling across service 
providers. 

The uPort wallet also allows for the creation of verifiable credentials 
based on signed JWTs. A verifiable credential cryptographically links 
profile data or attributes to a uPort identifier. These data are stored 
as a JWT and consist of two parts: a claim, which is a statement, 
and a signature from the identity that makes the claim. In the uPort 
protocol there are two types of claims, on-chain (e.g., using ERC-780 
to sign Ethereum transactions) and off-chain (e.g., using JWTs to 
manage requests, recreation, and disclosure of verifiable credentials). 

For an identity to acquire a credential, the user provides the required 
information (e.g., proof of identity) to a third-party verifier, which will 
then issue a signed credential. The verified credential is stored in the 
user’s uPort wallet and associated with the user’s uPort identifier for 
the client application (the third-party service provider that issued the 
credential). 

Label Ear Tag Livestock Farm by Mabel Amber (MabelAmber), 2015, used under 
Pixabay license, accessed 4 June 2019.
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 » Specifications: DID (did:ethr; did:uport; did:https); JWT (IETF 
standard); verifiable claims (attestations); and ERC-1056 
Lightweight Ethereum Identity (some features).

 » Decentralization: uPort key management occurs off-chain, on 
the user’s mobile device. By default, personal data are stored 
only on the user’s device, not on the blockchain or in public 
data stores. uPort can function in a completely decentralized 
environment, but certain features that improve the UX (e.g., 
encrypted push notifications) require a centralized service. 

 » Governance: uPort is built on top of the Ethereum blockchain, 
and so is subject to the governance of the Ethereum 
blockchain network. uPort development is funded by 
ConsenSys Inc., a for-profit company based in Brooklyn, New 
York, and is subject to the terms of funding, development 
agreements, and management structure of ConsenSys. 
Currently, uPort development decisions are driven by uPort’s 
steering committee.

 » Security: uPort’s smart contracts, libraries, and uPort wallet 
app are open source, and all code is available for review on 
GitHub. Key generation occurs client-side, using secp256k1.52 
uPort implements cryptographic verification throughout the 
system, to verify data such as signatures for attestations.

 » Privacy: To mitigate the risk of profiling and data sharing 
between service providers, the uPort wallet app creates 
separate uPort identities for each client application with which 
the end user interacts. Each uPort identity is associated with 
a different DID. Personally identifiable information, claims, 
and certificates are stored off-chain on the user’s device. No 
personal data are stored on the blockchain or in public data 
stores, but uPort provides an optional hosted backup service 
that allows users to back up their attestations, encrypted 
with the user key. uPort key management is performed off-
chain, on the user’s mobile device. Communication with Web 
services such as the Ethereum node, Infura, and uPort’s 
hosted services (e.g., hosted backups) are all transport layer 
security (TLS) encrypted.

 » Recovery and revocation: Currently, recovery of uPort 
identities is based on a seed phrase through which users can 
recover their identities. If a user loses access to the user’s 
recovery phrase, the user loses all associated identity data. 
uPort enables revocation of claims solely by relying on the 
expiration date of the JWT, set during the initial creation of 
the verifiable claim. In the future, uPort may integrate other 
recovery and revocation strategies for identities and claims 
described in ERC-1056.53

 » User experience: Users can interact with uPort through uPort 
applications on iOS or Android devices, available on Apple App 
Store or Google Play Store. uPort offers developer libraries so 
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it can be integrated into Web applications with or without a 
back end, or decentralized applications.

 » Self-sovereignty: Users control their own keys and personal 
data. uPort identity services provided within the uPort wallet 
app are transportable across service providers and client 
applications.

Veres One

Veres One is a blockchain intended to be the simplest possible 
implementation of a self-sovereign identity infrastructure. The 
blockchain has no cryptocurrency or tokens, and does not store 
any user data. It only stores DIDs, used for key management and 
discovery, as well as for service endpoints discovery.54

Users will be able to create a DID by interacting with the Veres One 
blockchain through a wallet provided by third-party developers. The 
term “wallet” in Veres One is used very broadly, and will include 
third-party implementations of upcoming standards from the W3C 
for Web payments and verifiable credentials. On the Veres One 
blockchain, a DID is created in one of two ways, both intended to 
prevent spam on the Veres One network:

 » By proof of work (PoW) performed by the application 
requesting the creation of the DID, which takes approximately 
six to nine hours.

 » By paying “accelerator” nodes a fee of one US dollar per new 
DID (or $0.25 to $0.50 for an update to an existing DID). The 
Veres One Foundation must approve accelerator nodes. Either 
the user or the third-party wallet application can pay fees 
directly. 

All participating nodes can retrieve information from the Veres One 
blockchain. However, only electors are permitted to finalize new 
blocks. Electors are also approved by the Veres One Foundation 
and can be regarded as miners. Their role is to record incoming 
transactions regarding the creation or update of DIDs into a new 
block. Block creation is performed by a subset of electors, selected 
deterministically from all available electors. The subset of electors 
randomly changes at every block.

 » Specifications: DID (did.v1); verifiable claims (but external to 
ledger); JSON-LD; Web ledger; linked data proofs; and linked 
data signatures. 

 » Decentralization: Every node on the Veres One network 
stores a full copy of the Veres One blockchain. Anyone can 
participate in the Veres One network as a validator node. The 
creation or update of a DID can be done by standard nodes 
(via PoW) or through an accelerator node, approved by the 
Veres One Foundation, which does not require PoW. However, 
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to finalize a block, one must qualify as an elector node. 
Electors must also be approved by the Veres One Foundation 
and provide proper contact information. The authority to 
create a block is vested in a random subset of electors which 
rotates at each block among all of the eligible electors in the 
network. This provides security to the network. Censorship 
aimed at preventing the creation or update of a DID requires 
one-third of the network to collude.55 

 » Governance: Governance of Veres One relies on a series 
of checks and balances between the participants in the 
network.56 The Veres One maintainer is responsible for 
updating the software, under the guidance of the Veres One 
W3C Community Group.57 However, software updates must be 
accepted by the network nodes. Electors play a crucial role 
in deciding which transactions can be recorded into the Veres 
One blockchain. Electors oversee validating the mathematical 
correctness of the transaction, as well as ensuring 
programmatically that no personal information is disclosed 
on the blockchain (through the transaction guard software). 
Based in Canada, the Veres One Foundation approves both 
electors’ and accelerators’ nodes, and sets prices charged by 
accelerators for adding or updating DIDs without PoW. The 
board of directors of the Veres One Foundation oversees the 
management of the network as a whole.58 

 » Security: Keys are generated on both client and server side, 
using multiple key generation curves—including RSA and 
Ed25519 for production launch—followed by secp256k1, if 
there is enough demand.59

Batch Print Shoe Sole Snow Footsteps Footprint by Gerd Altmann (geralt), 2013, 
used under Pixabay license, accessed 4 June 2019.
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 » Privacy: Only the creation and updating of DIDs are conducted 
on-chain. All other activity occurs off-chain, and personal 
data will be stored off-chain within the user’s wallet. No 
PII is allowed to be stored on-chain. The transaction guard 
algorithms executed by electors’ nodes run as part of the 
consensus protocol and are responsible for checking that 
identifiers are acceptably random and do not possibly encode 
PII.60 

 » Recovery and revocation: Veres One relies on institutions 
and individuals for the recovery of keys, and on a credential 
revocation list for the revocation of claims. When a user signs 
up for a digital wallet account, they are given the option to set 
another account or third party as a recovery option. Users can 
have M-of-N signatures by identified accounts or can approve 
their digital wallet provider as a recovery party. Every user 
device on which a digital wallet has been installed can be 
associated with the user’s DID, and therefore used in account 
recovery. 

 » User experience: Anyone with a Web browser can claim a DID 
through Veres One. Users can generate their own DID, which 
takes several hours in a Web browser, or pay an accelerator 
node for faster DID generation (which is the expected mode of 
operation for the majority of users).

 » Self-sovereignty: Veres One relies on open standards for 
decentralized identity. It will be compatible with other identity 
services, thereby allowing for maximum portability. 

Conclusions

The promise of blockchain-based identity
Self-sovereign blockchain-based identity is still in its early days 
but could have a real impact on how people around the world live 
their lives on a day-to-day basis, changing the ways they interact 
with government, businesses, and each other. For people who 
already have access to identity services that are widely accepted 
and recognized, it could extend the utility of those identities and 
put control into the hands of the data subjects instead of the data 
collectors. For those who have never had access to identity services, 
blockchain identity could serve as a digital passport, allowing access 
to a variety of services that require some form of identification or 
proof of credentials. 

There are still hard technical and social problems to be solved before 
blockchain identity is ready to replace the status quo of centrally 
managed identities. Four critical barriers remain to be overcome: 
scale, standards, key recovery, and UX. To have an impact at a global 
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level, the blockchain technology underlying identity systems must 
be able to scale to the level required to issue identities and manage 
certifications in the volumes required for mass adoption.

Even at smaller scales, critical questions of privacy and data 
protection, security, and key management and recovery must be 
resolved. Services must agree on interoperable standards to ensure 
their offerings can talk to one another. Finally, the UX must be 
exceptional and offer clear benefits to convince users to install a 
new application or replace the systems that already work for them 
with an all-new network. There are theoretical solutions to these 
technical problems, and projects working to turn theory into practice. 
But to date, no one has solved all these problems in a functioning 
prototype. 

The need for information to benchmark
In applying the benchmark, we have found that many projects’ public 
materials do not provide clear, up-to-date documentation of the 
technical underpinnings of their solutions. There are several possible 
reasons for this. Writing good documentation is time-consuming, 
and developer resources are limited. Projects pivot, leaving 
outdated information in their wake. Marketing material gets ahead of 
technological realities. 

However, for the benchmark to be useful, identity providers need 
to offer accurate information about the workings of their systems. 
The information presented in this report is not based solely on 
public information, but also on extensive communication with 
many of the projects’ representatives and technical teams who 
provided more technical detail and clarification about the operation 
of their platforms than their public documentation would allow. We 
are grateful for their participation and generosity with their time. 
However, we encourage all blockchain-based identity projects to 
provide more thorough, accurate, and timely information about their 
offerings to the public.

Blockchain-based identity is a rapidly advancing field. Some of the 
projects described above will thrive, expanding their scope and 
offering new features or supporting new standards. Others will 
change their focus or approach to find a niche. Of course, many will 
die. 

The framing for the assessment tool, however, will remain useful, 
as will the questions it includes. We will always need to know 
what standards or specifications a service implements. The 
degree of decentralization, the governance structure, security, 
and user experience will always matter, as will self-sovereignty. 
The benchmark can be a powerful tool in assessing projects and 
standards as they continue to develop.

The same features that make us hopeful for blockchain-based 
identity as a tool for human advancement, greater autonomy and 
emancipation, and the protection of civil liberties and privacy could 
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make it a powerful and efficient tool for exploitation, oppression, 
and surveillance. As we implement blockchain-based identity 
systems, the most important criteria to keep in mind is that identities 
represent people. The identity should serve them, not the other way 
around.

Appendix of acronyms

COALA IP Coalition of Automated Legal 
Applications—Intellectual Property

CVC Civic token

DDO DID descriptor object

DIF Decentralized Identity Foundation

DID decentralized identifier

DKMS decentralized key management 
system

DNS domain name system

ENS Ethereum Name Service

ERC-1056 Ethereum request for comment—
Issue 1056, a standard of registry 
for key and attribute management 
of lightweight blockchain identities

ERC-20 Ethereum request for comment—
Issue 20, a standard for issuing 
cryptocoins or tokens on the 
Ethereum blockchain, and the most 
widely used

ERC-780 Ethereum request for comment—
Issue 780, a proposal for an 
Ethereum claims registry that 
would allow entities to issue claims 
about themselves and each other

GDPR General Data Protection Regulation, 
European Union

HE homomorphic encryption

ICANN Internet Corporation for Assigned 
Names and Numbers

INF Identity Network Foundation

IPDB Interplanetary Database

IPFS InterPlanetary File System

JWT JSON Web tokens
M-of-N signature scheme or security protocol, 

where parties agree on the total 
number of keys generated (N) and 
how many will be required to complete 
a multisig transaction (M)

OAuth open authorization

P2P peer-to-peer

PBC public benefit corporation

PGP Pretty Good Privacy

PII personally identifiable information

POC proof of concept

PoW proof of work

PPK public-private key

RTBF right to be forgotten

SAML security assertion markup language

SHA-256 secure hash algorithm 256

SMPC secure multiparty computation

SSH keys secure shell keys

TLS transport layer security

UI user interface

URI uniform resource identifier

UX user experience

W3C World Wide Web Consortium

ZKP zero-knowledge proof
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